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Stack Overflow’s License
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Attribution Share-alike

"You must give 
appropriate 
credit […] and 
indicate if 
changes were 
made."

“If you […] build upon 
the material, you must 
distribute your 
contributions under 
the same license as 
the original.”



Results from our Online Surveys

• 46% of the participants admitted copying code from 
Stack Overflow without attribution

• 75% did not know that content on SO is licensed 
under CC BY-SA

• 67% did not know that attribution is required
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à Lack of awareness



Background

“Well, but these snippets are rather trivial and not 
protected by copyright.”
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•Not all code snippets on Stack Overflow are copyrightable

• “A snippet that is more than one or two lines of standard 
function calls would typically be creative enough for 
copyright” [Engelfriet 2016]

• But no “international standard for originality”
[Creative Commons 2017b]
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https://github.com/pacosal/ownmdm/blob/master/src/com/pacosal/mdm/MyLocation.java


Stack Overflow Code in the OpenJDK
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https://bugs.openjdk.java.net/browse/JDK-8170860

https://bugs.openjdk.java.net/browse/JDK-8170860


Permissive Licenses

• Permit using the licensed source 
code in proprietary software 
without publishing changes or 
the derived work

• Examples: MIT, Apache, and BSD 
license families

Copyleft Licenses

• Requires either modifications to 
the licensed content or the 
complete derived work to be 
published under the same or a 
compatible license (share-alike)

• Examples (weak copyleft): 
Mozilla/Eclipse Public Licenses

• Examples (viral copyleft): GNU 
General Public Licenses, Creative 
Commons Share-Alike Licenses 
(e.g., CC BY-SA)

Implications of Stack Overflow’s License
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Enforceability of Copyleft Licenses
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• Courts in the US and Europe ruled that open source licenses 
are enforceable contracts

• Authors are able to sue when terms such as the share-alike 
requirement are violated:
• Interdict distribution of derived work
• Claim monetary damages

• USA: DMCA takedown notices for allegedly infringed copyright
• Example: https://github.com/github/dmca

• Risk in mergers and acquisitions of companies
• Example: FSF vs. Cisco lawsuit

https://github.com/github/dmca


Research Question

Question:
How frequently is code from Stack Overflow posts 
used in public GitHub projects without the required 
attribution?

Approach:
Triangulate an estimate for the attribution ratio using 
three different methods.
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Method 1: Regular Expressions
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209m files in 
4.1m projects

13m Java files in 
336k projects

.java 10 most frequently 
referenced answers

...stackoverflow\.com...

4,198 files 
with matches

Manually build regular 
expressions matching 

code snippets
(referenced usages as test cases) 

Check external 
availability

Check if attributed 
(URL to answer or 

corresponding question)

Check for false 
positives



Results
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Method 2: Code Clone Detector
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• Goal: Use code clone detector to find clones of a sample of 
Stack Overflow snippets in a sample of GitHub projects

• Why samples?
• Code clone detection is

computationally expensive

• Which snippets and projects to select?
• Random samples: Many toy projects

on GitHub and many irrelevant snippets
on Stack Overflow

• Purposive sampling: Limited generalizability



GitHub Project Sample
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• Focus on popular GitHub projects
• High precision in selecting “engineered” software projects
• Greater (potential) impact of licensing issues

[Munaiah et al. 2017]

Sample size: 
3,000 / 2,313 



Stack Overflow Snippet Samples
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• Non-trivial snippets retrieved from 100 most frequently referenced 
answers (n=111)

• Non-trivial snippets retrieved from answers referenced in GitHub 
projects (n=137)

• External sources: Only three snippets available under a more 
permissive license than CC BY-SA

Stop100
<latexit sha1_base64="uGj6oJzAK9I6tww+qYCQQeb2JGc=">AAAB+HicbZDLSgMxFIYzXmu9dNSlm2ARXJUZEXRZdOOyor1AOwyZNNOGZpIhOSPWoU/ixoUibn0Ud76NaTsLbf0h8PGfczgnf5QKbsDzvp2V1bX1jc3SVnl7Z3ev4u4ftIzKNGVNqoTSnYgYJrhkTeAgWCfVjCSRYO1odD2ttx+YNlzJexinLEjIQPKYUwLWCt3KXdgD9gg5qNT3vEnoVr2aNxNeBr+AKirUCN2vXl/RLGESqCDGdH0vhSAnGjgVbFLuZYalhI7IgHUtSpIwE+Szwyf4xDp9HCttnwQ8c39P5CQxZpxEtjMhMDSLtan5X62bQXwZ5FymGTBJ54viTGBQeJoC7nPNKIixBUI1t7diOiSaULBZlW0I/uKXl6F1VvMt355X61dFHCV0hI7RKfLRBaqjG9RATURRhp7RK3pznpwX5935mLeuOMXMIfoj5/MHdLWS8A==</latexit><latexit sha1_base64="uGj6oJzAK9I6tww+qYCQQeb2JGc=">AAAB+HicbZDLSgMxFIYzXmu9dNSlm2ARXJUZEXRZdOOyor1AOwyZNNOGZpIhOSPWoU/ixoUibn0Ud76NaTsLbf0h8PGfczgnf5QKbsDzvp2V1bX1jc3SVnl7Z3ev4u4ftIzKNGVNqoTSnYgYJrhkTeAgWCfVjCSRYO1odD2ttx+YNlzJexinLEjIQPKYUwLWCt3KXdgD9gg5qNT3vEnoVr2aNxNeBr+AKirUCN2vXl/RLGESqCDGdH0vhSAnGjgVbFLuZYalhI7IgHUtSpIwE+Szwyf4xDp9HCttnwQ8c39P5CQxZpxEtjMhMDSLtan5X62bQXwZ5FymGTBJ54viTGBQeJoC7nPNKIixBUI1t7diOiSaULBZlW0I/uKXl6F1VvMt355X61dFHCV0hI7RKfLRBaqjG9RATURRhp7RK3pznpwX5935mLeuOMXMIfoj5/MHdLWS8A==</latexit><latexit sha1_base64="uGj6oJzAK9I6tww+qYCQQeb2JGc=">AAAB+HicbZDLSgMxFIYzXmu9dNSlm2ARXJUZEXRZdOOyor1AOwyZNNOGZpIhOSPWoU/ixoUibn0Ud76NaTsLbf0h8PGfczgnf5QKbsDzvp2V1bX1jc3SVnl7Z3ev4u4ftIzKNGVNqoTSnYgYJrhkTeAgWCfVjCSRYO1odD2ttx+YNlzJexinLEjIQPKYUwLWCt3KXdgD9gg5qNT3vEnoVr2aNxNeBr+AKirUCN2vXl/RLGESqCDGdH0vhSAnGjgVbFLuZYalhI7IgHUtSpIwE+Szwyf4xDp9HCttnwQ8c39P5CQxZpxEtjMhMDSLtan5X62bQXwZ5FymGTBJ54viTGBQeJoC7nPNKIixBUI1t7diOiSaULBZlW0I/uKXl6F1VvMt355X61dFHCV0hI7RKfLRBaqjG9RATURRhp7RK3pznpwX5935mLeuOMXMIfoj5/MHdLWS8A==</latexit><latexit sha1_base64="uGj6oJzAK9I6tww+qYCQQeb2JGc=">AAAB+HicbZDLSgMxFIYzXmu9dNSlm2ARXJUZEXRZdOOyor1AOwyZNNOGZpIhOSPWoU/ixoUibn0Ud76NaTsLbf0h8PGfczgnf5QKbsDzvp2V1bX1jc3SVnl7Z3ev4u4ftIzKNGVNqoTSnYgYJrhkTeAgWCfVjCSRYO1odD2ttx+YNlzJexinLEjIQPKYUwLWCt3KXdgD9gg5qNT3vEnoVr2aNxNeBr+AKirUCN2vXl/RLGESqCDGdH0vhSAnGjgVbFLuZYalhI7IgHUtSpIwE+Szwyf4xDp9HCttnwQ8c39P5CQxZpxEtjMhMDSLtan5X62bQXwZ5FymGTBJ54viTGBQeJoC7nPNKIixBUI1t7diOiSaULBZlW0I/uKXl6F1VvMt355X61dFHCV0hI7RKfLRBaqjG9RATURRhp7RK3pznpwX5935mLeuOMXMIfoj5/MHdLWS8A==</latexit>

)
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<latexit sha1_base64="trskkqDPYpJnUUvc3AHjFDn7OFk=">AAAB8nicbZBNS8NAEIYn9avWr6pHL8EieCqJCHosevFY0dZCGspmu2mXbnbD7kQsoT/DiwdFvPprvPlv3LY5aOsLCw/vzLAzb5QKbtDzvp3Syura+kZ5s7K1vbO7V90/aBuVacpaVAmlOxExTHDJWshRsE6qGUkiwR6i0fW0/vDItOFK3uM4ZWFCBpLHnBK0VnDX6yJ7wnwwnPSqNa/uzeQug19ADQo1e9Wvbl/RLGESqSDGBL6XYpgTjZwKNql0M8NSQkdkwAKLkiTMhPls5Yl7Yp2+Gyttn0R35v6eyElizDiJbGdCcGgWa1Pzv1qQYXwZ5lymGTJJ5x/FmXBRudP73T7XjKIYWyBUc7urS4dEE4o2pYoNwV88eRnaZ3Xf8u15rXFVxFGGIziGU/DhAhpwA01oAQUFz/AKbw46L8678zFvLTnFzCH8kfP5A7FLkYI=</latexit><latexit sha1_base64="trskkqDPYpJnUUvc3AHjFDn7OFk=">AAAB8nicbZBNS8NAEIYn9avWr6pHL8EieCqJCHosevFY0dZCGspmu2mXbnbD7kQsoT/DiwdFvPprvPlv3LY5aOsLCw/vzLAzb5QKbtDzvp3Syura+kZ5s7K1vbO7V90/aBuVacpaVAmlOxExTHDJWshRsE6qGUkiwR6i0fW0/vDItOFK3uM4ZWFCBpLHnBK0VnDX6yJ7wnwwnPSqNa/uzeQug19ADQo1e9Wvbl/RLGESqSDGBL6XYpgTjZwKNql0M8NSQkdkwAKLkiTMhPls5Yl7Yp2+Gyttn0R35v6eyElizDiJbGdCcGgWa1Pzv1qQYXwZ5lymGTJJ5x/FmXBRudP73T7XjKIYWyBUc7urS4dEE4o2pYoNwV88eRnaZ3Xf8u15rXFVxFGGIziGU/DhAhpwA01oAQUFz/AKbw46L8678zFvLTnFzCH8kfP5A7FLkYI=</latexit><latexit sha1_base64="trskkqDPYpJnUUvc3AHjFDn7OFk=">AAAB8nicbZBNS8NAEIYn9avWr6pHL8EieCqJCHosevFY0dZCGspmu2mXbnbD7kQsoT/DiwdFvPprvPlv3LY5aOsLCw/vzLAzb5QKbtDzvp3Syura+kZ5s7K1vbO7V90/aBuVacpaVAmlOxExTHDJWshRsE6qGUkiwR6i0fW0/vDItOFK3uM4ZWFCBpLHnBK0VnDX6yJ7wnwwnPSqNa/uzeQug19ADQo1e9Wvbl/RLGESqSDGBL6XYpgTjZwKNql0M8NSQkdkwAKLkiTMhPls5Yl7Yp2+Gyttn0R35v6eyElizDiJbGdCcGgWa1Pzv1qQYXwZ5lymGTJJ5x/FmXBRudP73T7XjKIYWyBUc7urS4dEE4o2pYoNwV88eRnaZ3Xf8u15rXFVxFGGIziGU/DhAhpwA01oAQUFz/AKbw46L8678zFvLTnFzCH8kfP5A7FLkYI=</latexit><latexit sha1_base64="trskkqDPYpJnUUvc3AHjFDn7OFk=">AAAB8nicbZBNS8NAEIYn9avWr6pHL8EieCqJCHosevFY0dZCGspmu2mXbnbD7kQsoT/DiwdFvPprvPlv3LY5aOsLCw/vzLAzb5QKbtDzvp3Syura+kZ5s7K1vbO7V90/aBuVacpaVAmlOxExTHDJWshRsE6qGUkiwR6i0fW0/vDItOFK3uM4ZWFCBpLHnBK0VnDX6yJ7wnwwnPSqNa/uzeQug19ADQo1e9Wvbl/RLGESqSDGBL6XYpgTjZwKNql0M8NSQkdkwAKLkiTMhPls5Yl7Yp2+Gyttn0R35v6eyElizDiJbGdCcGgWa1Pzv1qQYXwZ5lymGTJJ5x/FmXBRudP73T7XjKIYWyBUc7urS4dEE4o2pYoNwV88eRnaZ3Xf8u15rXFVxFGGIziGU/DhAhpwA01oAQUFz/AKbw46L8678zFvLTnFzCH8kfP5A7FLkYI=</latexit>

)



Code Clone Detector Calibration
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Comparison of CPD configurations
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Results
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Method 3: Exact Matches
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• Goal: Address shortcomings of Method 1 and 2
• Increase sample sizes
• Exclude snippets available on external sources
• Systematically exclude short snippets

• Select as many projects and snippets as possible
and search for (almost) exact matches



Method 3: Exact Matches
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21m answers

ü Question tagged java or 
android

ü Answer score ≥ 10
ü Code block ≥ 6 NLOC 29k snippets from 

24k answers

10,358
matches

Normalization and 
substring search

209m files in 
4.1m projects

ü Project is not a fork, has ≥ 5 
Java files and ≥ 1 watcher(s)

ü File has ending .java has ≥
68 NLOC (Q3) 1.7m Java files 

in 64k projects



Method 3: Filtering of Matches
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10,358
matches

ü Use heuristic to detect 
and exclude matches 
in mirrors of JDK and 
Android source code 1,379

matches
ü Manually analyze answers, 

exclude snippets that are too 
trivial, incomplete, or copied 
from an external source 

ü Use               API to remove 
matches where commit 
adding snippet is older than 
answer on Stack Overflow

1,369
matches

Check if attributed 
(URL to answer or 

corresponding question)

Only 7.6%
attributed



Attribution

Attribution ratio:
•Method 1 (regular expressions): 23 %
•Method 2 (code clone detector): 24 %
•Method 3 (exact matches): 8 %

Conservative estimate:
• Attribution ratio ≤ 25%
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Share-alike

Only 2% of all analyzed repositories (all methods) 
containing code from Stack Overflow attributed
its source and used a compatible license (not CC 
BY-SA, but GPL 3.0).
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Method 1 Method 2 Method 3



Reaching out to Developers
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•Contacted owners of GitHub projects containing 
copies of Stack Overflow snippets

• 75% not aware of CC BY-SA licensing
(see slide about online surveys)

•Many thankful responses
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@s_baltes
Sebastian Baltes snippets.sbaltes.com

Data and scripts available on Zenodo
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