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Goals of Research
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Observe
Describe
Explain
Predict

Phenomena ) Expand knowledge



Goals of my PhD Research
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Observe
Describe
Explain
(Predict)

Software 
Developers’ 
Work Habits

)

Expand knowledge:

• Identify requirements for 
better tool support

• Point to possible process 
improvements

• Communicate results back 
to practitioners



Research Statement
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“For me, thoroughly analyzing and understanding 
the state-of-practice is an essential first step 
towards improving how software is being 
developed, because too often, decisions are still 
rather opinion-based than data-informed.”
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„A settled tendency or 
usual manner of behavior“
https://www.merriam-webster.com/dictionary/habit
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https://www.merriam-webster.com/dictionary/habit


Studied Habits
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Sketches and 
Diagrams in

Practice

SketchLink

How Developers Locate
Performance Bugs

Sketching

LivelySketches

Code Plagiarism

in GitHub Projects
Code Snippets

Towards a Theory of 
Software Development 

Expertise

Expertise Development

2013

2018



“Parallel Thread“
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2013

2018

Open Data
Interdisciplinary Research

Constructing Urban 
Tourism Space Digitally

Methodology

Issues in Sampling 
Software Developers
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Studied Habits
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Sketching

https://empirical-software.engineering/projects/sketches/

https://empirical-software.engineering/projects/sketches/
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Sketching

https://empirical-software.engineering/projects/debugging/

https://empirical-software.engineering/projects/debugging/
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Sketching

https://empirical-software.engineering/projects/sketchlink/

https://empirical-software.engineering/projects/sketchlink/
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Sketching

VISSOFT 2017

https://empirical-software.engineering/projects/livelysketches/

https://empirical-software.engineering/projects/livelysketches/
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Sketching

https://www.youtube.com/watch?v=mG6xCiQpS80

https://www.youtube.com/watch?v=mG6xCiQpS80
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Sketching

LivelySketches



Studied Habits
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Expertise
Development

https://empirical-software.engineering/projects/expertise/

2018

Tomorrow

https://empirical-software.engineering/projects/expertise/


Studied Habits
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Code Plagiarism

https://empirical-software.engineering/projects/snippets/

https://empirical-software.engineering/projects/snippets/
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Usage and Attribution of

Code Snippets

in Projects



Question 1

Who admits regularly copying non-trivial code 
snippets from Stack Overflow?
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Question 2

Who knew that all content on Stack Overflow is 
licensed under CC BY-SA?
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Attribution Share-alike



Background

“Well, but these snippets are rather trivial and not 
protected by copyright.”
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• Not all code snippets on Stack Overflow are copyrightable
• “If two programmers would provide substantially the same piece 

of code, the code is not creative under copyright law” [Engelfriet 2016]

• “A snippet that is more than one or two lines of standard function 
calls would typically be creative enough for copyright” [Engelfriet 2016]

• No “international standard for originality” [Creative Commons 2017b]
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“Do Stack Overflow authors care about attribution?”
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Permissive Licenses

• Permit using the licensed source 
code in proprietary software 
without publishing changes or 
the derived work

• Examples: MIT, Apache, and BSD 
license families

Copyleft Licenses

• Requires either modifications to 
the licensed content or the 
complete derived work to be 
published under the same or a 
compatible license (share-alike)

• Examples (weak copyleft): 
Mozilla/Eclipse Public Licenses

• Examples (viral copyleft): GNU 
General Public Licenses, Creative 
Commons Share-Alike Licenses 
(e.g., CC BY-SA)

Implications of Stack Overflow’s License
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Implications of Stack Overflow’s License
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Attribution Share-alike

"You must give appropriate credit, 
provide a link to the license, and 
indicate if changes were made."

If you remix, transform, or 
build upon the material, 
you must distribute your 
contributions under the 
same license as the 
original.



Implications of Stack Overflow’s License
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• Courts in the US and Europe ruled that open source licenses are 
enforceable contracts

• Developers are able to sue when terms like the share-alike 
requirement are violated:
• Interdict distribution of derived work
• Claim monetary damages

• USA: DMCA takedown notices for allegedly infringed copyright
• See, e.g., https://github.com/github/dmca

• Risk in mergers and acquisitions of companies
• See, e.g., FSF vs. Cisco lawsuit

https://github.com/github/dmca


General Scientific Workflow
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Related 
Work

Question

“Big picture”

Data Collection

Analysis

Results
Discussion

Conclusion



Our Research Questions

RQ1: How often is code from Stack Overflow posts used in 
public GitHub projects without the required attribution?

RQ2: How often does the license of repositories containing 
code copied from Stack Overflow conflict with Stack 
Overflow’s license?

RQ3: Do developers adhere to the attribution requirements 
defined in the Stack Overflow terms of service?

RQ4: Are software developers aware of the licensing of Stack 
Overflow code snippets and its implications?
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RQ1: Triangulation

• Term “triangulation” is an analogy to land surveying
• Increase validity of research by studying a phenomenon from 

several points of view 

• Cross-validation from two or more sources:
• Different data sources
• Different aspects of the same phenomenon
• Different research instruments
• Different researchers

• Here: Use three different approaches to
estimate the attribution ratio of snippets
copied from Stack Overflow into GitHub
projects.

29Sebastian Baltes – Software Developers' Work Habits and Expertise



Phase 1: Research Design
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10 Java snippets,
all Java files on GitHub* 

* All Java files in the Google BigQuery GitHub dataset



Phase 1: Exemplary Regex
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https://stackoverflow.com/a/3758880

https://stackoverflow.com/a/3758880


Phase 1: Recall
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Phase 2: Research Design

33Sebastian Baltes – Software Developers' Work Habits and Expertise

• Goal: Search for clones of a sample of Stack 
Overflow snippets in a sample of GitHub projects 
using a more scalable approach

• Why samples?
• Code clone detection is

computationally expensive

• Which snippets and projects to select?
• Random samples: Many “toy” projects

on GitHub and many irrelevant snippets
on Stack Overflow

• Sampling based on distribution of certain 
properties

Sample of Java snippets,
sample of Java projects



Background: Sampling
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Who do you want to generalize to?

What populations can you get access to?

How can you get access to them?

Who is in your study?

Theoretical Population

Study Population

Sampling Frame

Sample

Respondents

Random 
Selection

Who participated?



Phase 2: GitHub Project Sample
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• Focus on popular GitHub projects
• High precision in selecting “engineered” software projects
• Greater (potential) impact of licensing issues

[Munaiah et al. 2017]

Sample size: 
3,000 / 2,313 



Phase 2: Stack Overflow Snippet Samples
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• Snippets from 100 most frequently referenced Stack 
Overflow answers (phase 1) 

• Snippets from answers referenced in GitHub projects

Stop100
<latexit sha1_base64="uGj6oJzAK9I6tww+qYCQQeb2JGc=">AAAB+HicbZDLSgMxFIYzXmu9dNSlm2ARXJUZEXRZdOOyor1AOwyZNNOGZpIhOSPWoU/ixoUibn0Ud76NaTsLbf0h8PGfczgnf5QKbsDzvp2V1bX1jc3SVnl7Z3ev4u4ftIzKNGVNqoTSnYgYJrhkTeAgWCfVjCSRYO1odD2ttx+YNlzJexinLEjIQPKYUwLWCt3KXdgD9gg5qNT3vEnoVr2aNxNeBr+AKirUCN2vXl/RLGESqCDGdH0vhSAnGjgVbFLuZYalhI7IgHUtSpIwE+Szwyf4xDp9HCttnwQ8c39P5CQxZpxEtjMhMDSLtan5X62bQXwZ5FymGTBJ54viTGBQeJoC7nPNKIixBUI1t7diOiSaULBZlW0I/uKXl6F1VvMt355X61dFHCV0hI7RKfLRBaqjG9RATURRhp7RK3pznpwX5935mLeuOMXMIfoj5/MHdLWS8A==</latexit><latexit sha1_base64="uGj6oJzAK9I6tww+qYCQQeb2JGc=">AAAB+HicbZDLSgMxFIYzXmu9dNSlm2ARXJUZEXRZdOOyor1AOwyZNNOGZpIhOSPWoU/ixoUibn0Ud76NaTsLbf0h8PGfczgnf5QKbsDzvp2V1bX1jc3SVnl7Z3ev4u4ftIzKNGVNqoTSnYgYJrhkTeAgWCfVjCSRYO1odD2ttx+YNlzJexinLEjIQPKYUwLWCt3KXdgD9gg5qNT3vEnoVr2aNxNeBr+AKirUCN2vXl/RLGESqCDGdH0vhSAnGjgVbFLuZYalhI7IgHUtSpIwE+Szwyf4xDp9HCttnwQ8c39P5CQxZpxEtjMhMDSLtan5X62bQXwZ5FymGTBJ54viTGBQeJoC7nPNKIixBUI1t7diOiSaULBZlW0I/uKXl6F1VvMt355X61dFHCV0hI7RKfLRBaqjG9RATURRhp7RK3pznpwX5935mLeuOMXMIfoj5/MHdLWS8A==</latexit><latexit sha1_base64="uGj6oJzAK9I6tww+qYCQQeb2JGc=">AAAB+HicbZDLSgMxFIYzXmu9dNSlm2ARXJUZEXRZdOOyor1AOwyZNNOGZpIhOSPWoU/ixoUibn0Ud76NaTsLbf0h8PGfczgnf5QKbsDzvp2V1bX1jc3SVnl7Z3ev4u4ftIzKNGVNqoTSnYgYJrhkTeAgWCfVjCSRYO1odD2ttx+YNlzJexinLEjIQPKYUwLWCt3KXdgD9gg5qNT3vEnoVr2aNxNeBr+AKirUCN2vXl/RLGESqCDGdH0vhSAnGjgVbFLuZYalhI7IgHUtSpIwE+Szwyf4xDp9HCttnwQ8c39P5CQxZpxEtjMhMDSLtan5X62bQXwZ5FymGTBJ54viTGBQeJoC7nPNKIixBUI1t7diOiSaULBZlW0I/uKXl6F1VvMt355X61dFHCV0hI7RKfLRBaqjG9RATURRhp7RK3pznpwX5935mLeuOMXMIfoj5/MHdLWS8A==</latexit><latexit sha1_base64="uGj6oJzAK9I6tww+qYCQQeb2JGc=">AAAB+HicbZDLSgMxFIYzXmu9dNSlm2ARXJUZEXRZdOOyor1AOwyZNNOGZpIhOSPWoU/ixoUibn0Ud76NaTsLbf0h8PGfczgnf5QKbsDzvp2V1bX1jc3SVnl7Z3ev4u4ftIzKNGVNqoTSnYgYJrhkTeAgWCfVjCSRYO1odD2ttx+YNlzJexinLEjIQPKYUwLWCt3KXdgD9gg5qNT3vEnoVr2aNxNeBr+AKirUCN2vXl/RLGESqCDGdH0vhSAnGjgVbFLuZYalhI7IgHUtSpIwE+Szwyf4xDp9HCttnwQ8c39P5CQxZpxEtjMhMDSLtan5X62bQXwZ5FymGTBJ54viTGBQeJoC7nPNKIixBUI1t7diOiSaULBZlW0I/uKXl6F1VvMt355X61dFHCV0hI7RKfLRBaqjG9RATURRhp7RK3pznpwX5935mLeuOMXMIfoj5/MHdLWS8A==</latexit>

Sgh
<latexit sha1_base64="trskkqDPYpJnUUvc3AHjFDn7OFk=">AAAB8nicbZBNS8NAEIYn9avWr6pHL8EieCqJCHosevFY0dZCGspmu2mXbnbD7kQsoT/DiwdFvPprvPlv3LY5aOsLCw/vzLAzb5QKbtDzvp3Syura+kZ5s7K1vbO7V90/aBuVacpaVAmlOxExTHDJWshRsE6qGUkiwR6i0fW0/vDItOFK3uM4ZWFCBpLHnBK0VnDX6yJ7wnwwnPSqNa/uzeQug19ADQo1e9Wvbl/RLGESqSDGBL6XYpgTjZwKNql0M8NSQkdkwAKLkiTMhPls5Yl7Yp2+Gyttn0R35v6eyElizDiJbGdCcGgWa1Pzv1qQYXwZ5lymGTJJ5x/FmXBRudP73T7XjKIYWyBUc7urS4dEE4o2pYoNwV88eRnaZ3Xf8u15rXFVxFGGIziGU/DhAhpwA01oAQUFz/AKbw46L8678zFvLTnFzCH8kfP5A7FLkYI=</latexit><latexit sha1_base64="trskkqDPYpJnUUvc3AHjFDn7OFk=">AAAB8nicbZBNS8NAEIYn9avWr6pHL8EieCqJCHosevFY0dZCGspmu2mXbnbD7kQsoT/DiwdFvPprvPlv3LY5aOsLCw/vzLAzb5QKbtDzvp3Syura+kZ5s7K1vbO7V90/aBuVacpaVAmlOxExTHDJWshRsE6qGUkiwR6i0fW0/vDItOFK3uM4ZWFCBpLHnBK0VnDX6yJ7wnwwnPSqNa/uzeQug19ADQo1e9Wvbl/RLGESqSDGBL6XYpgTjZwKNql0M8NSQkdkwAKLkiTMhPls5Yl7Yp2+Gyttn0R35v6eyElizDiJbGdCcGgWa1Pzv1qQYXwZ5lymGTJJ5x/FmXBRudP73T7XjKIYWyBUc7urS4dEE4o2pYoNwV88eRnaZ3Xf8u15rXFVxFGGIziGU/DhAhpwA01oAQUFz/AKbw46L8678zFvLTnFzCH8kfP5A7FLkYI=</latexit><latexit sha1_base64="trskkqDPYpJnUUvc3AHjFDn7OFk=">AAAB8nicbZBNS8NAEIYn9avWr6pHL8EieCqJCHosevFY0dZCGspmu2mXbnbD7kQsoT/DiwdFvPprvPlv3LY5aOsLCw/vzLAzb5QKbtDzvp3Syura+kZ5s7K1vbO7V90/aBuVacpaVAmlOxExTHDJWshRsE6qGUkiwR6i0fW0/vDItOFK3uM4ZWFCBpLHnBK0VnDX6yJ7wnwwnPSqNa/uzeQug19ADQo1e9Wvbl/RLGESqSDGBL6XYpgTjZwKNql0M8NSQkdkwAKLkiTMhPls5Yl7Yp2+Gyttn0R35v6eyElizDiJbGdCcGgWa1Pzv1qQYXwZ5lymGTJJ5x/FmXBRudP73T7XjKIYWyBUc7urS4dEE4o2pYoNwV88eRnaZ3Xf8u15rXFVxFGGIziGU/DhAhpwA01oAQUFz/AKbw46L8678zFvLTnFzCH8kfP5A7FLkYI=</latexit><latexit sha1_base64="trskkqDPYpJnUUvc3AHjFDn7OFk=">AAAB8nicbZBNS8NAEIYn9avWr6pHL8EieCqJCHosevFY0dZCGspmu2mXbnbD7kQsoT/DiwdFvPprvPlv3LY5aOsLCw/vzLAzb5QKbtDzvp3Syura+kZ5s7K1vbO7V90/aBuVacpaVAmlOxExTHDJWshRsE6qGUkiwR6i0fW0/vDItOFK3uM4ZWFCBpLHnBK0VnDX6yJ7wnwwnPSqNa/uzeQug19ADQo1e9Wvbl/RLGESqSDGBL6XYpgTjZwKNql0M8NSQkdkwAKLkiTMhPls5Yl7Yp2+Gyttn0R35v6eyElizDiJbGdCcGgWa1Pzv1qQYXwZ5lymGTJJ5x/FmXBRudP73T7XjKIYWyBUc7urS4dEE4o2pYoNwV88eRnaZ3Xf8u15rXFVxFGGIziGU/DhAhpwA01oAQUFz/AKbw46L8678zFvLTnFzCH8kfP5A7FLkYI=</latexit>

Sample size: 
111 / 137

)

)



Phase 2: Code Clone Detector Calibration
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Comparison of CPD configurations
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Phase 3: Research Design
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• Goal: Address shortcomings of phases 1 and 2
• External sources
• Small sample sizes
• Some rather short snippets

• Select as many projects and snippets as possible and search 
only for (almost) exact matches

Many Java snippets,
many Java projects



Phase 3: Research Design
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Phase 3: Filtering GitHub Projects
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Phase 3: Filtering Stack Overflow Snippets
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Proxies for 
originality



Background: Exploratory Data Analysis
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Phase 3: Snippets with External Source

43Sebastian Baltes – Software Developers' Work Habits and Expertise



RQ1: Results

44Sebastian Baltes – Software Developers' Work Habits and Expertise



Our Research Questions

RQ1: How often is code from Stack Overflow posts used in 
public GitHub projects without the required attribution?

RQ2: How often does the license of repositories containing 
code copied from Stack Overflow conflict with Stack 
Overflow’s license?

RQ3: Do developers adhere to the attribution requirements 
defined in the Stack Overflow terms of service?

RQ4: Are software developers aware of the licensing of Stack 
Overflow code snippets and its implications?

45Sebastian Baltes – Software Developers' Work Habits and Expertise



Research Design: Phase 1
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Survey Results

• Contacted owners of GitHub projects containing copies of 
Stack Overflow snippets

• Received 87 responses (11.8% response rate) 

• 75% did not know that Stack Overflow content is licensed 
under CC BY-SA

• 41% admitted regularly copying code from Stack Overflow

• Many thankful comments
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Survey Results: Stack Overflow Snippet in JDK
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https://bugs.openjdk.java.net/browse/JDK-8170860

https://bugs.openjdk.java.net/browse/JDK-8170860


Limitations

• Focus on Java, generalizability to other programming 
languages is limited
• In phases 1 and 2, we we only considered relatively small 

samples of snippets
• Still found a considerable number of files with copies
• Number of attributions was even smaller in phase 3, where we 

included more snippets and only searched for exact matches

• External sources
• Analysis in paper
• Excluded in phase 3

• Not all matches may be protected by copyright
• Used proxies for originality

49Sebastian Baltes – Software Developers' Work Habits and Expertise



Background: Verifiability
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Related 
Work

Question

“Big picture”

Data Collection

Analysis

Results
Discussion

Conclusion

Provenance tracking

Publish results, raw data, and 
provenance information
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@s_baltes
Sebastian Baltes snippets.sbaltes.com

Supplementary material available on Zenodo.

Usage and Attribution of

Code Snippets

in Projects
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Context Switch



“Parallel Thread”
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2013

2018

Open Data
Interdisciplinary Research

Constructing Urban 
Tourism Space Digitally

Methodology

Issues in Sampling 
Software Developers
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Studying the Origin, Evolution, and Usage of 
Stack Overflow Code Snippets

SOTorrent

@s_baltes
Sebastian Baltes sotorrent.org

Dataset available on Zenodo and BigQuery



Corresponding Research Papers
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MSR 2018/2019



Why Reconstruct and Analyze SO Post Evolution?
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• The content of 14.3 million posts has been edited after creation
(SO data dump 2018-03-01)

• Like other software artifacts, SO posts evolve over time:
• Bugs in code snippets are fixed
• Clarifications are added in text documenting the code
• Snippets are updated to new language/library versions

• Copying code from Stack Overflow (SO) is common, despite 
licensing, security, and maintainability implications



Why Reconstruct and Analyze SO Post Evolution?

57Sebastian Baltes – Software Developers' Work Habits and Expertise

Evolution of code on SO differs from regular software projects:

• Short code snippets (12 LOC on average)

• No bug tracking system (just comments and new answers)

• No versioning for individual snippets (just whole posts)



Example
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Question

Answer

https://stackoverflow.com/q/309424

https://stackoverflow.com/a/5445161
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https://stackoverflow.com/a/5445161
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Source of snippet Reference to JDK

Post edits Reasons for edits

Code snippet
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Alternative solution

Bug report

Bug report

Bug report

Comment by author

Comments
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• The snippet is based on an external source

• Hidden in the comments, the author acknowledges 
that his solution is “clearly a hack”

• There are several bug reports pointing to issues

• Has the snippet been edited to fix those issues?

• Is the snippet safe to use?

Even for such a simple code snippet, 
the context is quite complex:
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SOTorrent



Retrieve all versions of a code snippet:
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SELECT PostHistoryId, Content, Length, LineCount, PredSimilarity
FROM PostBlockVersion
WHERE PostId=5445161 AND LocalId=2 AND PredEqual=0
ORDER BY PostHistoryId DESC;

Most recent version



Retrieve line-based difference for latest version:
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SELECT PostHistoryId, LocalId, PredLocalId, PostBlockDiffOperationId, Text
FROM PostBlockDiff
WHERE PostHistoryId=155295527 AND LocalId=2;

Changed lines

Equal

Equal

Delete
Insert



Extracting Links From Stack Overflow Posts
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• Extracted 31.4m links from 11.6m posts, pointing to 567k 
different domains using a regular expression (SOTorrent 2018-05-04)

• Extracted 6.0m links from 438k GitHub repos, pointing to 
147k posts using Google BigQuery (SOTorrent 2018-05-04)



Retrieve links from a post version:
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SELECT PostId, PostHistoryId, Domain, Url
FROM PostVersionUrl
WHERE PostHistoryId=155295527;



Retrieve links from GitHub repos to post:
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SELECT PostId, RepoName, Branch, Path, FileExt, Size, Copies
FROM PostReferenceGH
WHERE PostId=5445161;

...

Referenced in 103 distinct repos
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@s_baltes
Sebastian Baltes sotorrent.org

Dataset available on Zenodo and BigQuery

MSR Mining Challenge 2019
Abstracts due Feb 1, 2019

Papers due Feb 6, 2019
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Context Switch



Studied Habits
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Sketches and 
Diagrams in

Practice

SketchLink

How Developers Locate
Performance Bugs

Sketching

LivelySketches

Code Plagiarism

in GitHub Projects
Code Snippets

Towards a Theory of 
Software Development 

Expertise

Expertise Development

2013

2018



Question 3

How could we better support developers struggling 
with licenses of online code snippets? 
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• What could Stack Overflow as a platform do?
• What could project owners/companies do?


